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THAT WHICH IS CLAIMED: 

1. A method of controlling a uspfr session in a 
network, the method comprising : 

defining rules for controlling user sessions based 



icteris 



it assc 



at xhg envi r onment ; 
cs of an instance of an 
lated with a user session in 



on characteristics of 

determining cha 
operating environme, 
the network; 

applying the <S^£i#ed rules to the determined 
characteristics to control the user session based on 
the characteristic^ of the instance of the operating 
environment . 




x 



2. A method according to Claim 1, wherein the 
step of determining characteristics of an instance of 
an operating environment comprises the step of 
determining at least one of a type of network 



connection, a 
a user identi 
of an applicc. 



type of device connected to the network, 
fication of the user and an identification 
tion executed by the user. 



3. A method according X/o Claim 1, wherein the 
step of defining rules for controlling user sessions 
comprises defining rules vriiich control content of 
communications provided yo user during user sessions 
based on the charajcter^fetics of the operating 
environment . 



4. A methogaccording to Claim 3, wherein the 
rules comprise ^6les which control at least one of 
characteristics' of a network connection, 



-20- 



characteristics of content associated with a device 
utilized by the user, and preferences associated with 
an application utilized by a nser. 

5. A method accordin/g to Claim 4, wherein the 
content controlled by the /rules is controlled based on 
at least one of a type off network connection, a type of 
device connected to the /letwork, a user identification 
of the user and arf ideiatif ication of an application 
executed by the /user. 



6. A meqhod ^cordaTnrT^to Claim 1, wherein the 
step of def ining^rules for controlling user sessions 
comprises the step /of defining rules which control 
access to at leasty one of applications and the network 
based on the characteristics of an operating 
environment . 

method according to Claim 1, further 
^/ comprising the steps of: 

storinc the defined rules on a network accessible 




device ; and 
obtain L 



ng the defined rules from the network 



characteri 
environment, 
network . 



network ac 



accessible device in response to the determination of 



tics of an instance of an operating 
associated with a user session in the 



method according to Claim 7, wherein the 
essible device is an on-demand server. 
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9 . A me 
device of a us 

providing 
with the devic 
policies which 



tjhod of controlling content provided to a 
r of a network, the method comprising: 
session dependent information associated 

to a network device having stored 
are based on the session dependent 
information; ahd 

automatically modifying the content provided by 
the network deyice to the device based on the policies 
and the provided session dependent information. 



10. A method according to Claim 9, wherein the 
step of automatically modifying the content comprises 
the step of automatically translating content of a 
communication provided to the device associated with 
the user from a first language to a second language. 



11. A method according to Claim 10, wherein the 
session dependent information comprises at least one of 
a type of network connection, a type of device 
connected to the network, a user identification of the 
user and an identification of an application executed 
by the user. 



12. A method according to Claim 9, wherein the 
policies comprise policies which control at least one 
of characteristics of a network connection, 
characteristics of content associated with a device 
5 utilized by the user, and preferences associated with 

an application utilized by a user. 
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13. A method according to Claim 12, wherein the 
content controlled by the policies is controlled based 
on at least one of a type of network connection, a type 
of device connected to the network, a user 
identification of the user and an identification of an 
application executed by the user. 

14. A method according^ to Claim 12, further 
comprising the step of controlling access to at least 
one of applications and tJne network utilizing policies 
based on the session dependent information. 

15. A system tojp controlling a user session in a 
network, comprising :j 



means f 
sessions ba, 
environmen 

means 
instance of 
user session 

means f 
determined 



deffiliing rules for controlling user 
ed on /ptoaracteristics of an operating 

or (jfetermining characteristics of an 

perating environment associated with a 
the network; 1 
applying the defined rules to the 
aracteristics to control the user session 



based on thfe characteristics of the instance of the 
operating /environment . 



16 . 
means for 



an operating 
determining 
connection, 



system according to Claim 15, wherein the 
determining characteristics of an instance of 
environment comprises means for 
alt least one of a type of network 

type of device connected to the network, 
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a user identification of the user and an identification 
of an application executed by the user. 

17. A system according to Cl4im 15, wherein the 
means for defining rules for controlling user sessions 
comprises means for defining rules which control 
content of communications provided to user a during 
user sessions based on the cha/acteristics of the 
operating environment 

18. A system according to Claim 17, wherein the 
rules comprise rules which/control at least one of 
characteristics of a network connection, 
characteristics of content associated with a device 
utilized by the user, and preferences associated with 
an application utilizea by a user. 

19. A system Recording to Claim 18, wherein the 
content contr/DlleHJ/by the rules is controlled based on 
at least on^ of a /jfype of network connection, a type of 
device connected kfo\the networl^a user identification 
of the user \£.nd kfn identification of an application 
executed by the/ user. 



20. A system according to Claim 15, wherein the 
means for defining rules for controlling user sessions 
comprises merans for defining rules which control access 
to at least/ one of applications and the network based 
on the characteristics of an operating environment. 
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21. A syst 
comprising : 

means for s 



sm according to Claim 15, further 



network accessih 
determination of 



22 . A 
network accessi 



:oring the defined rules on a network 
accessible device; and 

means for cbtaining the defined rules from the 
le device in response to the 
characteristics of an instance of an 
operating environment associated with a user session in 
the network. 



system according to Claim 21 , wherein the 
t le device is an on-demand server . 



23 . A 
a device of 

means 
associated w 
stored polic 
dependent i 

means 
provided by 
the policies 
information. 



system for controlling content provided to 
a user of a network, comprising: 
fpr providing session dependent information 
ith the device to a network device having 
ies which are based on the session 
reformation ; and 

^or automatically modifying the content 
the network device to the device based on 
and the provided session dependent 



24. A system according to Claim 23, wherein the 
means for automatically modifying the content comprises 
means for automatically translating content of a 
communication provided to the device associated with 
the user from a first language to a second language. 



25. A system according to Claim 24, wherein the 
session dependent information comprises at least one of 
a type of network connection, a type of device 
connected to the network, a user identification of the 
5 user and an identification of an application executed 

by the user. 




26. A system according to Claim 23, wherein the 
policies comprise policies which control at least one 
of characteristics of a network connection, 
characteristics of content associated with a device 

5 * utilized by the user, and preferences associated with 
an application utilized by a user. 

27. A system according to Claim 26, wherein the 
content controlled by the policies is controlled based 
on at least one of a type of network connection, a 'type 
of device connected to the network, a user 

5 identification of the user and an identification of an 

application executed by the user. 



28. A system according to Claim 26, further 
comprising means for controlling access to at least one 
of applications and the network utilizing policies 
based on the session dependent information. 



29. A comput 
user session in a 
a computer re 





ifograny product for controlling a 

comprising : 
Le storage medium having computer 



readable program code means embodied in said medium, 

// 

said computer readable program code means comprising: 
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computer readable program code means for defining 
rules for controlling user sessions based on 
characteristics of an operating environment; 



computer readable 
determining character^ 
operating environment 
the network; 

computer readable 
the defined rules to tj 



program code means for 

of an instance of an 
LSSQfiiated with a user session in 



rogram code means for applying 
determined characteristics to 
control the user session based on the characteristics 
of the instance of t/ie operating environment. 

30. A computer program product according to Claim 
v *^^< ? /29 / wherein trie computer readable program code means 
for determining characteristics of an instance of an 
operating environment comprises computer readable 
program code /means for determining at least one of a 
type of netwprk connection, a type of device connected 
to the network, a user identification of the user and 
an identif iqation of an application executed by the 
user. 



31. A computer program product according to Claim 
29, wherein the computer /readable program code means 
for defining rules ForNaont rolling user sessions 
comprises computer/ reaaible program code means for 
defining rules whdich Aont^?oi^content of communications 
provided to a user cSuring user sessions based on the 
characteristics of /the operating environment. 



-27- 



* 



32 . A computer program product according to Claim 

31, wherein the rules comprise rules which control at 
least one of characteristics of k network connection, 
characteristics of content associated with a device 
utilized by the user, and preferences associated with 
an application utilized by a /user. 

33 . A computer program product according to Claim 

32, wherein the content controlled by the rules is 
controlled based on at l^ast one of a type of network 
connection, a type of device connected to the network, 

a user identif ic^ion^cftf the user and an identification 
of an application executed by the user. 



34 . A con\putef /prdg ^am pr aduet— according to Claim 
29, wherein the x t?erfJlputer readable program code means 
for defining rule^ for controlling user sessions 
comprises computer readable program code means for 
defining rules wmich control access to at least one of 
applications and the network based on the 
characteristics of an operating environment. 




i 



35 



the define 



\ computer program product according to Claim 
29, further comprising: 

computer readable program code means for storing 
d rules on a network accessible device; and 
computer readable program code means for obtaining 
the defined rules from the network accessible device in 
response to the determination of characteristics of an 
instance q>f an operating environment associated with a 
user session in the network. 



-28- 



ter program product according to Claim 
etwork accessible device is an on- 

37. A compfuter program product for controlling 
content provided to a device of a user of a network, 
comprising: I 

a computer / readable storage medium having computer 
readable program code means embodied in said medium, 
said computer readable program code means comprising: 

computer readable program code means for providing 
session dependent information associated with the 
device to a necwork device having stored policies which 
are based on nhe session dependent information; and 

computer/ readable program code means for 
automatically/ modifying the content provided by the 
network devide to the device based on the policies and 
the provided/ session dependent information. 

38. A computer program product according to Claim 

37, wherein (computer readable program code means for 
automatically modifying the content comprises computer 
readable code means for automatically translating 
content of a communication provided to the device 
associated with the user from a first language to a 
second language . 

39. A computer program product according to Claim 

38, wherein the session dependent information comprises 
at least one of a type of network connection, a type of 



3 6. A compi 
35, wherein the 
demand server. 
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device connected to the network, a user identification 
of the user and an identification of an application 
executed by the user. 

40. A computer program product according to Claim 
37, wherein the policies comprise policies which 
control at least one of characteristics of a network 
connection, characteristics of content associated with 
a device utilized by the user, and preferences 
associated with an application utilized by a user. 

41. A computer program product according to Claim 
40, wherein the content controlled by the policies is 
controlled based on at least one of a type of network 
connection, a type of device connected to the network, 

a user identification of the user and an identification 
of an application executed by the user. 

42 . A computer program product according to Claim 
40, further compriysiray computer readable program code 
means for controlling/lfaccess to at least one of 
applications and rhsr ne^fcwetflciitilizing policies based 
on the session dependent information. 




-30- 



